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4 N
#define RULE_INDU_MN "INDU" /* Magic Number x*/

#define RULE_INDU_NM "UDNI"
struct ind_h{
char mn([4] = RULE_INDU_MN;
unsigned int num; / DO0O0ooogog =/
struct ind_usrf* usrf;
char nm[4] = RULE_INDU_NM;
+;

struct ind_usrf{

unsigned int addr; / DO0D0o0goooo =/
int off; /[ 000000000000 */
struct ind_usrf* usrf;
};
\_ J

0 43: IndexOOQOQOQOOO

4.2.2 0O0O00OO0OOOOOOOO

00000 IndexO Function block O O O O O O Function block O O O O Rule block
O0o0ooOooooooo

Index

hndexODOODO0OOOODO430000Index00000000000 indhOO0O
000000000000 0000 indwstf0O000ODOODO

000 indhOOODODOO0DO0O00 (mn)J00000000000 (num)D0O0O0O
indusrf 000000 (ustf)) 000000000000 industf0000000O0C0OO
000000000 (addr) 000000 Function blockDOOOO0O0O0O00O0O0O (off)O
00000 industf000000 (usrf) 0000000000 indwustfO00000O0O
gbbogobooobbobuogobooobboobbuoobobuooobobooon
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4 N
#define RULE_UFB_MN "UDEF" /* Magic Number */

#define RULE_UFB_NM "FEDU" /* Magic Number */
struct ufb_h{
char mn([4] = RULE_UFB_MN;
unsigned int num; /* rule block OO x*/
struct ufb_rb* rb;
char nm[4] = RULE_UFB_NM;

O 4.4: Function blockOOOOOO0O
Function block

Function block 000000000 4.40 000 Function block D OO0 O ufb_h O
000 industf0 10 10000000000 wb.h0O0O0000000 (mn)0OO
00 Rule block O O (num)d Rule block D000 utbxb 000000 (rb)0O000
oogd

Rule block

Rule block 000000000 450000Rule block 000000000000
O uwbrbO0000DO0000000000000 ubasbmOO0000000000
OubrbO0O0O000000 (t)0000000000 (0000000000 (ea)d
000000000 (000000000000000000 ufbrbx0000
00 (nx) 000000000000 ufbobnO00000000 Rule blockd 000
00000000 (of)000000 ubobanOO00D000 (x)000000000
uwbob00000000000000000 (mm)000000
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-
struct ufb_rb{

unsigned short int ct;
unsigned short int nn;
unsigned int ea;
unsigned int ca;
struct ufb_rb_nx* nx;

};

struct ufb_rb_nx{
int off;
struct ufb_rb_nx* nx;

}s

/*--- Call Type (Option) ---%*/
#define RULE_RB_CT_HD 0

#define RULE_RB_CT_SC
#define RULE_RB_CT_LF
#define RULE_RB_CT_UF
#define RULE_RB_CT_FP
#define RULE_RB_CT_LJ
#define RULE_RB_CT_PJ
#define RULE_RB_CT_RT

©O© N O O & N =

/%
/%
/%
/%

/%
/%
/%
/%
/*
/%
/*
/%

Call Type (RULE_RB_CT*) */
Next Num */

Executing Address */

Call Address */

Function Head (Function Entry) x*/

System Call */

Libraly Function Call */

User Function Call x/
OOooooDobobooooo =/
longjmp */

OO0O0O00000 Jump */
Return */

00 4.5: Rule block DO O OOODO

4.2.3 0O0O0OO0OO0O0OO

gbobobobobobob41b0bbobobobbobobobobobob
gbbodbbdbtextdDO0bbOOo0obooobboooboboonobagbn

gbobbooobbugobbuoodbboobbboobbidUtextdgn
Ooboooobooobod0OweO imetdDO0D00O0D000ODtext00000OO0O 1.5
O00000000metd0000000000O00O0O0OOODOG60%0O00000000

gobbbuogobbbooogbobuoooobboooobboboood
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~
#include <unistd.h>
char *argv[] = { "/bin/sh" };
int func(void){
void **xfp = (void *x*) &fp;
fp[2] = execve;
fpl4] = argv([0];
fp[5] = argv;
fpl6] = 0;
return O;
}
int main(void){
return (func(Q));
}
. ,/
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void **xfp = (void **) &fp;
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void **fp fp[O]
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fp[5]=argv
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(@)func()IFUOHL  (b)func(O)iRT
[=RES EH]

O bs55: 0000gnoobogooboobogo

execve OO DOODDOO0O0O000000000000 execveDOOOOOOOOO
ERERN

int execve(const char *filename, char *const argv [], char *const envpl[]);

00 funcOOD0ODOOOQOOOSS5Mb)0DD00O0O0ODOODODOODODOOOOOOOOO
O0000000return00000000 exeecveDOOOO0OODOOfp[4]~fp[6]00
00000000000000000 /bin/shOOO0ODOOOO
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~
#include <unistd.h>
char *argv[] = { "/bin/sh" };
int func(void){
void **xfp = (void *x*) &fp;
fp[2] = execve;
fp[3] = func;
fpl4] = argv[0];
fp[5] = argv;
fpl6] = 0;
return O;
}
int main(void){
return (func());
}
\_ J
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fp[3] = func;
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N execve® ]
SRR
IR& % ebp
fp[3]=func
fp[4]=argv[0]
fp[5]=argv
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4 N
static int global_const=1; // data O0OO0O0O

static int global_var; // bss OO OOO

int main(void){

int local_dynamic_var; // 0000
static int local_static_const=1; //data OO O OO
static int local_static_var //bss OO QOO0
int *buf_ptr=(int *)malloc(32) // OO0
(0
}
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