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Applying ID-Based Encryption to Anonymous Communication

Hiroyuki Tanaka Shoichi Saito | Hiroshi Matsuo

tNagoya Institute of Technology Gokiso-cho Showa-ku Nagoya-shi Aichi 466-8555 Japan

Abstract Severity of disclosing personal information is increased. Many anonymous communication
systems have been studied. The systems usually use a directory server to manage public keys of partici-
pating nodes. However, this way breaks anonymity because query messages for the directory server can
give an attacker route information of an anonymous communication path.

We propose applying ID-based encryption (IBE) to anonymous communication. The proposal prevents
routing information from leaking by query messages. This paper describes structure of the proposal
system and a method of applying IBE to existing anonymous communication systems.
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for i = 1 to 160 do
for j=2"1t02" — 1 do
repeat
t = (random mod 2¢—1) 4+ 2¢—1
until ¢ is not already assigned
Nodel D = bit_order_reverse(t)//assign ID
end for

end for
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